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From: Mr. Paul Rosati, RSG Risk Committee Chairperson
To: Mr. Greg Speth, RSG Chairperson and RCC Secretariat
Subject: Task RS-049, Asset Protection
Original Intent:  RCC 321 has traditionally focused on the protection of people.  The Department of Defense policy to protect assets is acknowledged, but there are no guidelines for determining whether the hazards to assets are acceptable.  The purpose of this task is to update RCC 321-07 to provide a common standard for asset protection.  It will include criteria for asset protection as well as implementation guidelines.  
Funding Source: 45th Space Wing

Work Accomplished: 

Status: 













Conclusion: Statement of work has been satisfied and the RSG accepted the final draft material for inclusion in both the Standard and Supplement for the proposed RCC 321-10 document. Material pertaining to this task is being incorporated into the final documents IAW task RS-051.
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  CHAPTER 1   INTRODUCTION   1.1   Purpose     This document provides a common set of range safety policies, risk criteria, and  guidelines for managing risk to people and assets during manned and unmanned flight  operations, excluding aviation operations.   It establishes the follo wing :     a.   Acceptable risk criteria for both the general public (involuntary acceptance) and  mission essential personnel (voluntary acceptance).   b.   Debris injury thresholds for unprotected people.   c.   Debris hazard thresholds for aircraft and ships.   d.   Vulnerability mod els for large commercial transport aircraft.   e.   Approach for evaluating flight hazards to critical assets.     1.2   Scope     The policies and criteria in this document are intended for use by members of the DoD  national ranges and Major Range and Test Facility Base (MR TFB).  These policies and criteria  apply to launch and reentry hazards generated by endoatmospheric and exoatmospheric range  activities including both guided and unguided missiles and missile intercepts, space launches,  and reentry vehicles.  This does not   include aviation operations or UAV operations.  The RCC  Document 323 - 99 (Range Safety Criteria for Unmanned Air Vehicles) provides criteria for  unmanned air vehicles.        
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  2.2   Policy Objectives   2.2.1   General Public .  The general public includ es   all people located on and off  base that are  not essential to a specific mission or nearby critical operation.  This definition applies to all  people regardless of whether they are in some   mode of transportation (such as airplanes, ships,  and busses) are within a structure, or are unsheltered.  The general public should   not be exposed,  individually or collectively, to a risk level greater than the background risk in comparable  involuntary a ctivities, and the risk of a catastrophic mishap should be mitigated.   .   .   .     2.2.6   Critical  Assets .  DODD 4715.1E requires the protection of public property due to DoD  activities.  More specifically, the DODD 3100.10 policy for assured access to space requ ires the  protection of critical space capabilities for executing national security missions.  Protection of  emergency response and hazardous facilities may also be required to fulfill the DoD policy for  protection of life.     To meet these policies, the rang es must protect selected  facilities and  equipment  to a l evel that does not degrade the range or range u ser’s capability to conduct their  mission, or increase the risk to surrounding population centers.  
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      In this standard, critical assets include property   that is essential to maintain the minimum  operations of the range, or protect the public health and safety.     It includes  property/infrastructure that must remain operational following a mishap, such as range facilities  and equipment, as well as hospitals,   fire stations, and power plants/substations.       The criteria for  protecting critical assets   depend on the consequences of an impact.    It can  be influenced by t he importance of the  critical   asset in terms of continued range operations   or  emergency response ,   the down time and cost of repairing the  critical  asset,  as well as   other  considerations .  Therefore, the individual ranges need to establish the protection criteria to meet  the policy objective for their particular situation.    For illustration purposes, s ample criteria ar e  included in Chapter 4 of the s upplement.   The ranges will need to modify the criteria to fit the  conditions at their particular range .    
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  The responsibility for protecting launch resources (facilities, support equipment, or other propert y) can depend on  who owns them.  For example, the Eastern and Western Ranges specifically make the Range User responsible for  protection of non - government resources (Reference AFSPCMAN 91 - 711, paragraph 2.1.1.3.1.5).  In addition, when  government property  or facilities are leased to launch system operators, the requirements for resource protection are  identified in the lease agreement.  Commercial range users are specifically responsible for commercially owned,  leased, or licensed physical resources, includ ing facilities, equipment, and flight hardware.  Also, the Commercial  Space Operations Support Agreement prevents commercial range users from holding the government responsible for  any damage or liability caused by the government that does not exceed the a vailable insurance obtained by the user.  
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  CHAPTER 1   INTRODUCTION   1.1   Purpose     This document supplements the policies, criteria ,   and risk management process  established by RCC Standard 321 - 0 7 .  It  also  provides supporting rationale and guidance on  models and analyses to assist safety professionals in implemen ting the policies and criteria.     1.2   Scope     This  Supplement  is for use by D o D national ranges and  the  Maj or Range and Test  Facility Base   (MRTFB)   members .  The information provided applies to launch and reentry  hazards generated by endoatmospheric and exoatmosp heric range activities incl uding both  guided and unguided  missiles and missile intercepts, space  launches and reentry vehicles.  This  document  does not include aviation operations or  Unmanned Aerial Vehicle ( UAV )   operations   (see the 321 Standard, paragraph   1.2).    RCC  Document  323 - 99 provides   criteria for  UAV s.     1.3   Application     Range safety authorities are expected to use the criteria, analysis principles, and processes  defined by the  RCC 321 - 07 Standard   and this Supplement document; however, the range  Commande r or his designated representative is the final decision authority for accepting risk and  proceeding with a mission.       The intent of the safety criteria and guidelines is to provide definitive and quantifia ble  measures to protect mission - essential personne l ,   the general public , and critical assets .  The  analysis principles and processes defined in this  Supplement  can be used to characterize the  operational risk for a mission.  Definitive criteria provide a standard by which the  range   Commander's actions can   be compared to those of any reasonable person in similar  circumstances.  All of the criteria have been evaluated from various perspectives and are  considered reasonable.  A discussion of the supporting rationale for the  risk  criteria is presented  in Chapt er  5   of this supplement.  
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CHAPTER 4   RISK CRITERIA IMPLEM ENTATION GUIDELINES   4.1   I ntroduction     This  chapter  provides guidelines for implementation of the acceptable risk  criteria  presented  in RCC Document 321 - 07,   Chapter   3.     The g uidelines are presented to help:     a.   Determine the start and end of a   flight in terms of application of the per mission risk  criteria .   b.   Establish appropriate risk criteria for complex missions, such as those that involve  multiple launche s or distinct phases of flight.   c.   Facilitate the proper management of annual risk.   .   .   .     4 .6   Critical Asset Protection       4.6.1   Critical Assets Requiring Protection .          4.6.2   Potential Hazard Sources .         4.6.3   Sample  Protection Criteria .       4.6.4   Evaluation of Hazards .     
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CHAPTER 6   HAZARD THRESHOLDS   Characterization of human  and structural   vulnerability to the hazards associated with  launch and flight is a critical element in risk analysis and risk management.  It requires  addressing the vulnerability of unsheltered people to the v arious hazards as well as characterizing  the effects of these hazards on buildings and other structures.  The vulnerability of humans,  buildings, and other structures is an evolving field of study, and publishing a single set of  vulnerability curves could  stifle innovation in this important element of flight safety analysis.   Therefore, while previous editions of RCC 321 have published vulnerability curves for hazardous   debris, the Risk Committee has determined that it better serves the interest of the  nati onal ranges   to replace the vulnerability curves with a set of consensus threshold values.  The threshold values  included in this chapter are intended to allow analysts to perform conservative risk estimates.   Analysts should verify the suitability of these   thresholds for other applications such as  containment before using  them  for those applications.  When a flight safety analyst has access to  valid vulnerability relationships ,   allowing a more refined analysis, these  relationships  should be  used in place of   the thresholds published in this chapter .
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    The material in this chapter is organized as follows.  The first section clarifies the  meaning and intended use of hazard thresholds.  The second section presents hazard thresholds  for unsheltered persons.  The  third section provides hazard thresholds for people inside of  buildings, ships and aircraft.   The fourth section provides information for establishing hazard  thresholds for damage to critical assets.    As applicable, separate subsections are devoted to  frag ment hazards and explosive overpressur e hazards.  In each  subsection , terms are defined   and   hazard thresh olds are cited.  Each subsection also includes an  explanation of how threshold s   were determined with appropriate references for methodology, supportin g data,  and/ or supporting  practices.   .   .   .     6.4   Critical Assets   6.4.1   Structure   Types .     6.4.2   Damage  Assessment Criteria .     6.4. 3   Prediction of Debris Impact Effects .    
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  Flight safety analysts choosing to use the fatality curves published in earlier versions of RC C 321 must assure that  their intended application is consistent with the assumptions used in developing these curves.  Notable assumptions  for the fatality curves were that all debris weighs less than two pounds and that populations at risk are reasonably  represented by median adult males.  Analysts employing other numerical criteria published in previous versions of  RCC 321 should verify that these numbers are still credible in the light of improved understanding of structural  vulnerability.  


