Mission Support Services Contract – DD Form 254 Continuation Sheet (Oct. 2011)

--Reference Item 11 j: Contractor shall comply with the Operations Security (OPSEC) requirements IAW 530-1, WSMR OPSEC Standard Operation Procedure (SOP) dated 08 December 2008, and WSTC SOP dated 29 June 2009, and approved supplemental OPSEC guidance or any OPSEC Plan, SOP, Regulation or guidance which supersedes the above mentioned documents.  These requirements include, but are not limited to, annual OPSEC Awareness training, OPSEC review and approval of government information prior to its public release.  These publications may be provided at the contractor's request.

--Reference Item 11 l (AIS): UA owned Automated Information Systems (AIS) operated by the contractor on UA installations shall be approved by the controlling UA IAW policies and procedures of AR 25-2, and AR 380-67.  Operation and access to AIS processing classified national defense information defined by AR 25-2 and Public Law 100-235 will require the completion of a favorable National Security Agency Check or equivalent type of investigation.

--Reference Item 11 l (Antiterrorism):  Contractor shall comply with the Antiterrorism/Force Protection (AT/FP) requirements IAW AR 525-13, WSMR AT Plan dated 19 August 2008, WSTC AT Plan dated 10 March 2010, and approved supplemental AT/FP guidance or any AT/FP Plan, Regulation or supplemental guidance that supersedes the above mentioned documents.  These requirements include, but are not limited to, annual AT Level 1 training, OCONUS Travel Briefs, preparation of Organizational Consolidated Force Protection, Security, and Evacuation Plans, and the conduct of the WSMR/WSTC Random Antiterrorism Measure Program.  These publications may be provided at the contractor’s request.

[bookmark: OLE_LINK1][bookmark: OLE_LINK2]--Reference Item 11 l (Physical Security):  Contractor shall comply with conventional key and lock requirements under AR 190-51 and WSMR Reg. 190-6 for those facilities and areas that are not governed by AA&E or NISPOM Requirements (i.e. office space that does not process or store classified or AA&E material.).  These publications may be provided at the contractor’s request.

Reference Item 11 l (Foreign Disclosure Requirements) Contractor shall comply with Foreign Disclosure and Contacts with Foreign Representatives IAW AR 380-10, DoD 5230.11, Disclosure of Classified Military Information to Foreign Governments and International Organizations, DoD 5230.20, Visits, Assignments, and Exchanges of Foreign Nationals and WSMR SOP, Foreign National Personnel Visits/Foreign Disclosure.  These publications may be provided at the contractor's request.

--General Requirement:  Contractor shall ensure that any security requirements provided by the customers utilizing this contract will be coordinated with WSTC Security and WSMR Security.

