White Sands Missile Range, New Mexico Migrates To “Paperless Solution”

Using DoD PKI Methodology and Electronic Signatures

On The Forefront.  “Transmittal of electronically signed documents via e-mail represents a better, smarter way of doing e-business.  It is definitely here to stay,” said Mario M. Correa, Director of the Information Operations Directorate (IOD), at White Sands Missile Range, NM.  In April 2000, IOD introduced a viable solution to comply with the Government Paper Elimination Act (GPEA) of 1995 and the Electronic Signature Commerce Act of 2000.  More importantly, WSMR has embraced the recent 2002 Department of Defense policy that requires adoption of the Army Common Access Card (CAC)/Public Key Infrastructure (PKI).  IOD has aggressively pursued the programmatic steps required to ensure a seamless integration of electronic signature technology with the mandated PKI.  ESMIS was introduced to the WSMR workforce during the 2nd Quarter of FY01, and has in the fourth quarter of FY02 successfully interfaced key modules of the program with the Department of Defense Public Key Infrastructure solution.

The ESMIS strategy was twofold: to surface a program that incorporates a user-friendly technique, and, to rally several security measures within electronically signed correspondence. This electronic signature program is flexible and has been further customized to meet White Sands Missile Range (WSMR) current field requirements.  The ESMIS goal is to have all WSMR utilize ESMIS capabilities in a global environment to electronically sign, route (via e-mail) while meeting DoD and federal guidelines for encrypted and digitized signatures.

With the Government requiring all federal agencies to develop a signature capability in a paperless type environment by 2003, WSMR, with a proven “can do” attitude not only took the challenge, but also successfully implemented the electronic signature technology within its workforce.  After three years of software interfacing, Beta testing, user manual design, formal classroom instruction, and constructive employee feedback, WSMR has achieved positive results, and is moving forward to further expand its capabilities to higher Headquarter deployment.

The successful implementation of ESMIS within the workforce has allowed WSMR to conform to government standards; it has thrust the Major Range Test Facility Base (MRTFB) into the 21st Century.  While correspondence in many government agencies is still being hand carried, which is impractical because postal charges, faxing costs, GSA vehicle usage, gasoline costs, and lengthy/expensive labor time to route official documents are involved, WSMR personnel are able to electronically sign and route official Government forms and documents without ever leaving the office.  Tasker memorandums are being electronically signed and distributed at the click of a button, via email; hard paper copy distribution is being minimized where possible.  The National Range Directorate currently routes and electronically signs their Missile Flight Safety Operational Procedures (MFSOP) for the various array of tactical and ballistic missiles tested at America’s largest test range, WSMR.  IOD is currently approving, signing, and routing all DoD Information Technology Security Certification and Accreditation Process (DITSCAP) for Automated Information Systems without printing one single copy, and its length exceeds 80 pages!   IOD policies are being electronically signed, routed, and posted at IOD’s website.  The use of electronic signatures is innumerable and the benefits are immeasurable. 

Evolution of ESMIS.  The following modules have been included within the ESMIS infrastructure, otherwise known as the ESMIS Package Solution, for successfully routing electronic signature signed documents:

· Silanis Technologies “ApproveIt” software, 5.5 SP1 is DoD certified as a Public Key Enabled application solution within the DoD PKI. 

· The Army Medical Command (AMEDD) Forms Management Engine, version 4.7, (patent pending), interfaces with Adobe FormFlow 2.24.1.1 classic software.

· The Adobe Acrobat Distiller software 5.0 (6.0 under evaluation) provides the capability to convert signed documents in ApproveIt with ease.  PDF files can be linked to include DoD certificates using Common Access Card (CAC).

· The Microsoft Windows 2000 Office Suite (OS) and Office 2000 Suite, Microsoft Word or Excel documents, can be signed with multiple signatures using ApproveIt, which interfaces with DoD PKI systems. Encrypted or Digital signature security is provided while routing the document inside MS Outlook.  Authentication and security trust is addressed throughout the transmission.

· DoD PKI interfaces with CAC and Smart Card Reader Technology.  A key component of ESMIS is the DoD PKI interface for secured e-mail transmissions with DoD Certificates, and the employee Common Access Card (CAC).  The Smart Card Reader is the necessary component for the CAC identification process.  The PKI and ApproveIt software provides a broad scope of possibilities for assisting management in accomplishing their administrative objectives with greater ease, confidence and reliability. 

· The ESMIS web site was re-designed Sep 03.  It contains information on ESMIS training with step-by-step examples.  Class schedule included for FY04 training.  On-site training is also available.  The url site is listed below:

                         http://www.wsmr.army.mil/html/esmis.html
ESMIS contains dynamic intelligence features.  Features such as multi-signature processing, ApproveIt validation with DoD certificate authentication, batch signing, batch printing, electronic archiving, PDF signing/conversion processing, document warning of tampering, real-time signing, electronic form signing, wet signature printout on demand, database interfacing, structured routing, and requires no re-engineering.  The cost factor is minimal, while the benefits are substantial.  The ESMIS program can automate any office environment into a more efficient and effective business entity
PKI Interoperability.  As of August 2002, White Sands Missile Range has reached new heights using ESMIS because of the DoD PKI interface.  The programs security is more advanced, and has added greater value to the program.  A key element is the initiation of employee signatures with the DoD certificate system whereby validation occurs on each incorporated electronic signature.  Significant time and effort will be saved with each process input generated by employee or management staff.  The circle of trust and confidence within the electronic process will overshadow the manual labor processing techniques utilized in the past.  What normally required days or weeks to accomplish, will take only seconds with ESMIS.  It is anticipated that continued formal education of ESMIS in the workforce would generate further acceptance of the workflow process.  ESMIS is a fresh idea projecting positive changes daily to the workforce environment.  As a powerful management tool, ESMIS has become an e-business crowd pleaser, when it comes to moving large packages like policies, regulations, guidance, etc. including wet signatures “paperless” with quality and integrity.  As new challenges with ESMIS surface daily, new solutions are encountered.  The programs dynamics to save time and manpower routing documents electronically versus the manual methodology has caught the attention of the workforce.  Processing a TDY request in seconds through all designed sections is now a reality, with a final printable product on demand with all wet signatures.  The capability to move encrypted e-mail with an attached signed document in either Word, Excel, PDF, or AMEDD using ApproveIt wet signature technology along with the Smart Card Reader system are innovating current business practices throughout the range.  

Other ESMIS Published Articles on the White Sands Effort.

http://www.gcn.com/20_25/news/16931-1.html
http://www.silanis.com/ns/scripts/story.asp?sc=gov&p=cu&ID=12
http://www.fcw.com/fcw/articles/2001/0903/pol-esigs-09-03-01.asp
Awards:  Presented With Army On-Line Knowledge (AKO), Army E-Initiative Award, for Electronic Signature Capability, 14 Aug 03, Valley Forge, PA, 3rd Annual AKO Army Banquet.  Award presented by Army CIO/G6.

Conferences Briefed on White Sands Effort Electronic Signature Technology/PKI.

Information Assurance Technical Framework Forum (IATFF), John Hopkins, 11 Jul 02 

USAPA Conference on Forms Content Management Program, Washington, Jan 03

INFOSEC World Conference and Expo 2003, Orlando, Fla., 11 Mar 03

The Forum on Information Security in Government, Washington DC, 22 Apr 03

Mr. Carl A. Saenz has been the pioneer for this effort.  His great effort and dedication has made ESMIS a reality for White Sands Missile Range.  Other Government agencies have expressed interest in this program and have contacted White Sands for more information.

POC for additional information is Mr. Carl A. Saenz at (505) 678-1093, DSN 258-1093, or email: saenzc@wsmr.army.mil
