How Does ApproveIt Work With DOD PKI

Review the screen shot below from a Silanis Technolgies.  It provides the flow of ApproveIt signed documents within the PKI structured environment. 

In a DOD environment, a PKI soft Certificate private key, or the private key from the Common Access Card (CAC) card would have a pointer in the ePersona file. Where the private and public keys are illustrated on the chart refers to the function of creating the hash in the token and encrypting the token, not the keys themselves. The private key stays on the CAC card or with the soft Certificate.  The public key is included in the Token to allow the recipient to run an authenticating hash and to decrypt the token.  

The Common Access Card (CAC) does exactly what a DOD PKI Certificate does.  It identifies the sender of a message and encrypts the message and all of its attachments so that it cannot be viewed in transit.   (It does other things as well, but not in a “signature” environment.)  It will also validate whether the message or any of its attachments were changed in transit.  What ApproveIt does is use the PKI Infrastructure and the Certificate on the CAC card to provide for non-repudiation of the signature on an attached document.  This adds a level of security to the signature process above what ApproveIt provides without the PKI Infrastructure.  The CAC digital signature does not sign documents at the desktop application level, rather it puts a “wrapper” around the entire message and its attachments.  Therefore, once the recipient opens the document attached to the message, they are free to make any changes they want with out anyone down the process knowing that changes have been made.  ApproveIt will provide that added security in knowing if a document has been modified or not before it is transmitted to another individual.  Plus, a hard physical signature can be printed out on demand, IF the document is authentic and no modifications have occurred.

If your desktop has been configured with mailer capability from File menu bar, under the “Send To”, Mail Recipient command, use it for the transfer.  You can generate this option within MS Word without having to go to the Exchange or Outlook mailers.  Recommend a practice run with an employee who has ApproveIt, and see how easy it is.  Once the smart cards are in place, you will have to use the smart card reader to secure this operation.

On page 2 is a chart from Silanis Technologies on the signing process working within the DOD Public Key environment.
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