Receiving a Word Document in ApproveIt.

When you receive a document in ApproveIt via the mailer, open as you normally do.  You will see the data information, including the ApproveIt engraved gray seal with the name of the person who signed the document.  If you are using the Common Access Card (CAC) concept, you will have to insert your CAC into the Card Reader to generate validation. 

Once the document is located and opened, always do a “Verify Approval” within the ApproveIt menu bar.  This is your protection to inform you whether or not the document has been tampered with.  If it has been tampered with, return back to sender.  Do not accept.  You will not be able to print signatures within the document.   Once the DOD PKI is deployed, if the certificate is not current, do not accept.  Remember, if the paired keys do not match, you will not be allowed to open the message, or review any attachments or contents.

