What is ApproveIt
ApproveIt is signature software designed by Silanis Technologies, St Laurent, Quebec.  It is state-of-the-art technology in providing physical electronic signature capabilities within forms or documents.  The current version of ApproveIt 5.23SP replaces ApproveIt 5.22  previously used within the ESMIS program.  ApproveIt has been deployed, and implemented at White Sands Missile Range for almost two years.  On Nov 2001, the Joint Interoperability Test Command (JITC) certified ApproveIt as DOD PKI enabled.  It meets the Federal Information Processing Standard Publication (FIPS) standards FIPS 1801, 186, and X.509 v.3 architecture for encrypted and digitized electronic signature technology.  It was adopted for White Sands use because of its powerful security capabilities, flexibility within other applications, and its capability to generate a visible electronic signature on a form or document.

If used with MS Office, ApproveIt is an electronic signature approval system allowing you to digitally sign letters and documents directly on your computer.

It is an off-the-shelf software product that can be used with surprising success throughout an establishment.  Employees can sign a document across a network of various geographical locations within an agency, corporation, or Government entity.  The user-friendly solution ensures electronic signatures are inseparable from the approved document.  Thus, the document content and signature validity is protected.  With that in mind, secure routing of approved documents can take place.

A unique signature can be applied to each individual document using either a digitizing device (such as a pen-based signature pad), or a signature image, previously created and securely saved in an encrypted signature file.  This latter option is found to be very convenient to use and also reduces agency or corporate hardware costs by eliminating the need to purchase multiple digitizing devices for each signer as the signature file can be used repeatedly for all documents awaiting specific approval.

ApproveIt for Office is easy to use, has a very user-friendly interface, and works within the familiar environments of Microsoft Word, Microsoft Excel, and Adobe Acrobat Writer/Distiller.  The design of the application greatly reduces the learning time needed for effortless use.  It is the desire of the designer of the ESMIS manual to expand customer awareness in helping pioneer the electronic signature technology methodology.

This module will discuss how to use ApproveIt 5.23SP within MS Office suite, AMEDD, and Adobe Writer/Distiller.  Silanis Technology has incorporated plug-ins into ApproveIt providing signature interface with the products just mentioned in the previous sentence.  The plug-in activates the signature program inside those applications.

ApproveIt software has its own license, and is registered.  Interlink Electronics, Topaz or any other state-of-the-art device can capture employee signatures on an electronic E-Pad.  Employees are provided the option to create their own password.  It is not generated at random or by a computer.  If you forget your password, you need to re-process your signature element by going back to the help-desk, Building 1512, Room 119A, (678-4220).  Help desk personnel are tasked to assist with this process. 

The ApproveIt software can be utilized with the AMEDD Electronic Forms Support front-end engine.  ESMIS System Administrators can install the product along with AMEDD.  ApproveIt has become White Sands Missile Ranges first certified electronic signature application for post-wide use.  It has the capabilities to generate multiple signatures with ease.

The point of using ApproveIt software is to maximize your daily paperwork processing efforts to a more efficient and effective manner.  It has the ability to move forms or correspondence at the speed of a computer with electronic signatures, saving time, and physical man-hour time in routing the correspondence manually.  Included in the savings, is the reduced cost of vehicle gas consumption to delivery a document, maintenance associated with vehicle, and cost utilized with over-night mailing services like UPS.  ApproveIt further includes security measures cautioning tampering of document or form contents.  Furthermore, signatures are validated as to the owner.  Examples will be provided in further paragraphs.  

Security within ApproveIt:

· Unique Signature for each employee.

· Modifications to document detected by ApproveIt.

· End user validation through ApproveIt’s password protection.

· Optional print password to prevent other users from printing a document.

· Customized security level specifications in the configuration that provide complete control over the documents.

· Encrypted copy protection, which makes it impossible to copy or cut and paste signatures into other documents.

· An audit trail, which provides signature information regarding the routing of documents.

Flexibility and overall efficiency by:

· Automatically updating the signer’s name, the time stamp, and all other relevant information without altering the original content of the document.

· Integrating sectional signing procedures.

· Integrating itself within any type of document management, workflow, Email, Internet/intranet system and application.

· Managing batch approvals and authentication procedures.

· Managing multiple approval processes.

· Interfacing with DOD PKI

Minimum system requirements for installing ApproveIt for Office:

· Pentium 133 processor

· 11 MB of free disk space

· 32 MB of RAM

      Minimum Software requirements for installing ApproveIt for Office 97:

· Microsoft Office 97

· Microsoft Windows 95, 98, NT 3.51 (Service Pack 5.0) or 

NT 4.0 (Service Pack 2)

Minimum Software requirements for installing ApproveIt for Office 2000:

· Microsoft Office 2000

· Microsoft Windows 95, 98, 2000, or NT 3.51 (Service Pack 5.0) or 

NT 4.0 (Service Pack 2)

