ESMIS OVERVIEW.
The Electronic Signature Management Information System (ESMIS) program is White Sands Missile Range’s response to the new generation e-signature/e-commerce/e-business electronic “Signature” software technology. It mandates the “Paper Reduction Act of 1995” by 104th Congress, and the Electronic Signature Commerce Act” signed by President Clinton, 30 June 2000, and adds value to the DOD PKI program. Under the Commerce Act, electronic signatures and contracts gain the same legal validity and enforceability as signatures and contracts that are in non-electronic form.  The law is intended to encourage and safeguard business conducted online. As a consolidated idea and effort by Carl A. Saenz, WSMR employee, it has been a positive start to electronic digital signature reality for the future.

The integrated ESMIS package expands its capabilities to include the AMEDD front engine, FormFlow Filler, Microsoft Office, and Adobe Acrobat software.  ESMIS is a practical yet flexible tool for processing electronic documents.  The program is an impressive asset, yielding tangible and in-tangible benefits.  The ESMIS program is state-of-the-art e-commerce/e-business/e-signature technology at White Sands Missile Range.  The program is further designed to migrate to the DOD PKI infrastructure FY02. 

On 14 Aug 2003, ATEC, DTC, and White Sands were presented the award for E-Army Initiative  on Electronic Signature Capability by Army CIO/G-6 for 2003.  The Award was presented at Valley Forge, PA, at the Third Annual AKO Symposium for Excellence.

ESMIS incorporates the best of the following software modules:

Module 1 – Utilizes the Silanis Technologies powerful electronic signature software ApproveIt.  ApproveIt supports the Federal Information Processing Standard Publication (FIPS) standards FIPS 1801, 186, and X.509 v.3 architecture for encrypted and digitized electronic signature engineering design.  Best described as a one-pen concept, users can sign and process their secure electronic signatures within various applications.  ApproveIt version 5.23SP introduces the DOD PKI /PKE certified application.

Module 2 – Utilizes the US Army Medical Department Electronic Forms Support System (AEFSS) 4.7 front engine that is Patent pending. The engine embraces Adobe FormFlow 2.24 classic Filler 16 Bit program and current U.S. Army Publications Agency (USAPA) electronic forms designed in Washington, DC.  The AMEDD system has generated the opportunity for WSMR to design or re-design local forms with electronic signature interface using the ApproveIt application.   

Module 3 – Utilizes the Adobe Acrobat Write/Distiller/Reader 4.0 or higher.  While using the ApproveIt plug-in inside Adobe, customers can convert their signed documents in Word, Excel, AMEDD, and FormFlow, to a Portable Document File (PDF) with visible signatures embedded into the document for electronic transmission, and archive the file for future reference with signatures. Documents can be processed with verification of signature integrity after conversion.  Printed output displays visible signature element.

ESMIS will enable its users to speed processes, reduce cost of operations, and secure government information. A Government employee can digitally apply their electronic signature on various resources such as Microsoft Word, Microsoft Excel, Microsoft Access Output files, mail with Exchange/Outlook, and Adobe Acrobat Writer/Distiller.  Physical signatures can be printed on demand with visible sharpness via laser printer. ESMIS will further utilize the DOD PKI infrastructure of moving e-mail secured with public key and private key technology.  Common Access Cards (CAC), DOD Certificates, and Smart Card Readers will be utilized in this effort moving electronic business paper processing into the 21st Century.
