Background on DOD PKI Program.

On 6 May 1999, the Deputy Secretary of Defense issued a memorandum that encouraged widespread use of public key-enabled applications and provided specific guidelines for applying PKI services throughout the Department. The strategy to achieve the target DoD PKI is intrinsically linked to the overall DoD strategy for achieving information assurance (IA).  The 12 August 2000 Deputy Secretary of Defense memorandum further defines these guidelines and replaces the memorandum of 6 May 1999.  On 10 November 1999, the Deputy Secretary of Defense directed that the CAC be used as the DoD’s primary platform for the PKI authentication token. The report submitted in compliance with the requirement in Section 374 of FY 2000 Defense Authorization Act (Public Law 106-65) requiring the evaluation of the option of using the smart card as the DoD’s authentication token concludes the smart card is the most feasible, cost effective technology for the authentication mechanism to support the DoD PKI and to protect its critical information. 

The DoD CAC will employ smart card and PKI technology.  The CAC is the size of a credit card and contains an Integrated Circuit Chip (ICC) that is capable of storing a significant amount of data, has both read and write capabilities as well as a Personal Identification Number (PIN) selected by the cardholder.  This PIN acts as a security code for the cardholder preventing others from fraudulently using the card.  The CAC also contains a magnetic stripe, a Code 39 bar code,
a two-dimensional PDF417 bar code, a color photograph and printed text.  As DoD implements applications that use these automated technologies on the CAC, data can be added, modified, or removed from the card as needed.  These cards will be used for visual identification, access to buildings and controlled spaces, and access to DoD computer networks and systems. Eventually, users will be able to use their cards to send and receive secure e-mail messages and access secure Web sites. Additional component-specific uses may be added as well.  Through RAPIDS version 6.0, one or more PKI certificates are stored on the CAC. Certificates contain user identity data, the validity period for the certificate, and the public key portion of the public/private key pair used in public key encryption. Managing keys and certificates through a PKI helps an organization establish and maintain a trustworthy network environment. 

