How to Receive a  Digitally Signed and Encrypted message.

a.  Digitally signed message is received from another PKI user will be indicated by the Digital Signature Icon (a red seal over an envelope) in the Outlook inbox.

a. Encrypted message received from another PKI user will be indicated by the Encrypted icon (a blue lock symbol over an envelope) in the Outlook inbox.  If you place your cursor on top of the envelope and try to open you will see a dialog message that “Encrypted or encoded items cannot be shown in the Preview Pane.  Open the message to read it.”

c.  Highlight the Encrypted message by clicking on it.  Notice that the Encrypted message does not appear in the preview pane.  The contents will not be displayed until the item is opened with your CAC in the reader (Encrypted messages only).

d.  If your CAC is in the reader and you have already logged in with your PIN, you will not be promoted for your PIN to open an encrypted message.  However, if you have removed the CAC from the reader, the following display will appear indicating you need to reinsert your card in the reader.  Please insert one of the following smart cards:  ActivCard Gold (Schlumberger Cryptoflex 16K), ActivCard Gold, …

e.  Insert your CAC into the reader.  Wait for the following screen.  A smart card has been selected.  Press OK to continue.

f.  Enter your PIN code and click “OK”.  You will now be able to view the contents of the encrypted message.  

g. Double-click on an Encrypted message to open it.  Click the “Encryption” icon.  This icon (symbolized by a blue lock) is located on the far right corner of the email message.

h. A dialog block will appear called “Encrypted Message”.  It will contain an encryption algorithm with a number:  Example  3DES, followed by Encryption Certificate.  Click the “Encryption Certificate” button to open the View Certificate window.  Click the “OK” button to close the View Certificate window.

i.    The View Certificate dialog box will contain certificate information about the person who is sending you the email.  It will show who is was issued to, issued by DOD CLASS 3 CAC EMAIL CA, a Valid From a certain date to a final date.  (You must have a private key that corresponds to this certificate).

