How to Retrieve a Public Key from the DOD PKI Directory.
a. At sometime you may want to retrieve a persons certificate from a Global address server.  To retrieve a Class 3 Release 2 Certificate from the Global directory, open your web browser and connect to either PKI home page:



http://dodpki.c3pki.chamb.disa.mil     or



http//dodpki.c3pki.den.disa.mil

Class 3, Release 1 Certificate

http://ds-2-ent.den.disa.mil/ds/search
On the left hand side of the web page, click on “Search the Email Directory Server”.

Under the “Standard Search” tab, ensure that “People” is selected from the Find drop down menu.  Type in the last name of the person you wish to receive the certificate for in the Search for field.  Click on Search button.  A listing of personnel under that last name will be displayed including name, ID, and Phone E-Mail.  The directory will list all individuals the criteria listed in the search.

b. Select your entry from the list and click on the highlighted name.  Once the screen has loaded with the results of the search, review the information to ensure the certificate is for the correct person.

c.  If you are using Netscape, right-click on “Download Certificate”.

                 If you are using Internet Explorer, click on “Download Certificate”.

                Choose “Save Target As…” Select Save this file to disk.  Click on “OK”.

c. Save the file to your Desktop as LastnameFirstInitial.cer.  Click on “Save”.

  Example:  BowmanA.cer

When download is complete, click on “Close”.

e.  Under Contact Information, locate on the link for the email address located to the far right side.   Example:  abowman_mandentech@dms.belvoir.army.mil
f.  After clicking on this link, a new mail message opens.  Right Click on the recipient name and select “Add to Contacts.”

g. Fill out any additional information.  Mandatory fields have been completed for you.

Once complete, click on the Certificates tab.  Select “Import” button.

h.  Go back to the desktop file, select the file you previously saved on your Desktop.  Click “Open”.

i.  Under the contacts folder for your selected contact, next to Save and Close, you will see that the Public Key has now been imported.  Click “Save and Close”.

