The Basic Methodology of the DOD PKI Concept.

An important fact must be disclosed about DOD PKI and ApproveIt Signature elements.

The DOD PKI digital and encrypted signature is invisible.  It works only with the key-paired security of sending and receiving an e-mail message or embedded document.  There is a security code hashing within the Private or Public keys upon encryption and decryption of an e-mail message.  If the code does not match the key pairs, and the certificate is invalid, you cannot open the message.  Once you do open the message, you will not see a physical signature within the document. The DOD PKI concept is securing all contents within the mailer, with integrity and assurance, but no physical signature.

On the other hand, the ApproveIt digital and encrypted signature element basically attaches itself to a form or document before transmission.  It is then transmitted with the document as a gray signature box with the date and name of the person who signed the document.  It is a second layer of security within the DOD PKI environment.  Upon validation with ApproveIt, the end user will see a physical signature, certificate information, and can print the document displaying a physical signature, if the requirements are met.  The DOD PKI will provide only the //s// signature validation above the signature element, and can not validate the attached document has not been tampered with from person to person.

Thus, the initiator of a message uses his or her private key to secure the message before it is transmitted.  A file or document is attached to the message with an ApproveIt signature; it is protected within the PKI message.  When the intended recipient receives the message, they use their key to match the public key encryption corresponding to the initiator.  The message is validated with PKI, the contents within the message are opened, and validating precedes using ApproveIt.  Valid Certificate information is displayed.  If the ApproveIt software detects no modifications, then a hard copy with a physical signature is achievable.

It is White Sands goal to merge both concepts within NIPRNET, securing the signatures, and identifying trust in the documentation forwarded or received.  At some point in time, DOD may implement a physical signature within their original concept as an alternative.

Below is a presentation of what key pairs can provide for the Private Key or the Public Key. Upon transmission of a message, both keys are generated to lock in the interface between sender and receiver.  
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Key pairs generated at the same time
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Mailing correspondence electronically without the PKI provides no protection.  The PKI concept enables a digital signature plus encryption capabilities. This is the DOD Plan for securing the transmission of electronic messages.

