The Keyed Pairs.
By using the DOD PKI methodology, a document can be e-mailed to from one individual to another with a specified hashing code accompanied in the signed document.  The receiver can only open the unique code with the corresponding key.  Public key technology is often referred to as asymmetric or a two-key system. Each user has a pair of keys – the keys are not the same but match up in a unique way. One key is kept only by the user and is called the private key. The other key is widely distributed and is called the public key. These electronic key pairs provide users with two important capabilities. The first is the ability to digitally sign a document. The second is the ability to encrypt and decrypt messages. When digitally signing a document, the user’s private key is used to sign it and their public key is used to verify the signature. When sending an encrypted message, the recipient’s public key is used to encrypt the message. The recipient’s private key is used to decrypt the message.  Identity and Digital Signature private keys never leave the card. The E-mail Encryption private keys are generated off the card and escrowed by the Certificate Authority (CA). It is important for both the Common Access Card (CAC ) recipient and the Verifying Officer (VO) to understand the importance of updating RAPIDS with the correct e-mail address. The e-mail address must actually match the address used on the server; otherwise, the certificates cannot be used.

Public and private keys help ensure that the information transmitted between computers is secure. Having the keys themselves are of no benefit, the user must have a PK-enabled application to make use of them. This provides:

Confidentiality or privacy:  protecting data from anyone who is not authorized to review it.

Integrity:  protecting data from unauthorized modification during transmission, storage, and processing.

Identification and authentication:  verifies that you are who you say you Non-repudiation:  Because of the authentication, PKI prevents the e-mail sender from denying he or she sent the message. This is also the case when any document is signed with the individual’s digital signature certificate. This is known as non-repudiation.

It is imperative that each individual keeps their private key and the PIN on the CAC secure.    Do not divulge the PIN to anyone.  

