What are Certificates?

A certificate is a computer-generated digital record that ties a user’s identity with the user’s public key in a trusted bond. This trust is based on the individual’s/entity’s identity being verified then registered by the RA, and the certificates being created, signed, and issued by a trusted server known as the CA. As long as the trusted CA signs a certificate and the trusted CA’s signature can be verified, any tampering with the certificate can easily be detected. 

Three types of servers support the DoD PKI:

The DoD Root CA server authorizes subordinate CA servers to issue certificates to users in the DoD PKI. The DoD Root CA is the common point of trust for all certificates issued by the DoD PKI.

A CA creates, signs, and issues public key certificates to individuals/entities at the request of a RA. It posts certificate information to the Directory Server, maintains the CRL, and posts CRLs to the Directory Server.

A Directory Server stores the certificates containing public keys for all registered individuals/entities and makes these available to other individuals/ entities that need to verify a certificate or use a public key for encryption.

