What is a Certificate Authority?

The DoD CA is a computer server that contains and automates the registration process using PKI technology. A certificate is a computer-generated record that ties a user’s identification with the user’s public key in a trusted bond. This trust is based on a registration process and is automated by the CA. The Secure Sockets Layer (SSL) session encrypts all communications between DEERS/RAPIDS, and the CA. Public and private keys help ensure that the information transmitted between computers is secure. 

Three types of servers support the DoD PKI:

Multiple Root CA servers authorize issuance of certificates to users in the DoD PKI.

A CA issues certificates to users.

A Directory server makes other users’ public certificates available to PKI applications.

