WHITE SANDS MISSILE RANGE DOD PKI INFORMATION

1.  Information Operations Directorate (IOD) has created a new DOD PKI Web site for your review and understanding of the DoD Public Key Infrastructure (PKI) program at White Sands Missile Range. Please take time to read it at your leisure.  Information is linked to the SET-D (Secure Electronic Transaction Devices) web site.  Additional word files have been incorporated containing specific quick link information on a topic.  To locate the web site, please do the following:

1. Go to: http://www.wsmr.army.mil/
2. Click on Workforce

3. Click on WSMR Web Pages

4. Click on ESMIS  (Click on: Information, Presentations, or Training to view DoD PKI Information. Each button has specific information to that topic)

2.  Click on the DoD PKI button to view what is available.  There are also some training buttons for further review of material not covered in class.  Under “Presentations”, you will find the brief for this PKI class instruction.  Please note that under the DoD PKI information there are two new PDF files with PKI Update 1 and PKI Update 2.  Please print and read them carefully.  They contain current information on the DoD PKI status as of 3 Sep 03 and 10 Sep 03.   The 3 Sep 03 file outlines when to use Digtial Signature e-mail; while the 10 Sep 03 file outlines guidance on when PKI reader installs should be completed.

3.  All DoD Employees must have a Common Access Card (CAC).   If you already have one, make sure you memorize your PIN number for future use.  If you do not have a card at this time, call Mike Lestra, 678-8401 to setup an appointment.  He is located at Building 126, Room 147.  Failure to obtain the DoD required card could keep you for accessing entry into White Sands Missile Range facilities in the near future. 

4.  If you forget your PIN number, you must return to Building 126, Room 147 to have your PIN information reset.  IOD is working with NETCOM to incorporate workstations at the Unitec Helpdesk to assist with CAC resets.  Use of a portable unit is being considered.  This will occur within the next two months.   Loss of your CAC must be reported immediately to your first line supervisor and Mr. Mike Lestra at CPO because it is a controlled item.  Loss of your CAC is a security infringement.

5.  Prior to sending your first digital e-mail you must have the intended receivers public key interfaced with their e-mail address.   System Administrators will set your e-mail address to the default AKO account mail address.  Example:  John.Doe@us.army.mil.  Before you send any digital or encrypted e-mail, you must insert your CAC into the designated card reader, and assign your proper PIN number to proceed.  Don’t forget your CAC PIN number!

6.  If you need to know additional information on PKI issues, please contact IO-MP, Carl A. Saenz, 678-1093 or Josie Nesiba, 678-1789.  The DoD PKI System is a serious security package.  It was designed to secure your e-mail needs with authentication and validation via DoD certificates.     

