UNDERSTANDING HOW TO USE PORTABLE DOCUMENT FILES (PDF)

 WITH SECURE ELECTRONIC SIGNATURES AT WSMR

1. One of the modules included with the Electronic Signature Management Information System (ESMIS) at White Sands is Adobe Acrobat Distiller 5.0.5.  The new Adobe 6.0 is not being considered for use at WSMR at this time because of new release bugs.  Silanis Technologies is testing the new Adobe 6.0 product, and will provide test results some time in late Oct 03.  At that time, consideration will be provided if it should be utilized within ESMIS as a plug-in.

2. The Adobe Acrobat software product is flexible within ESMIS, and can be used in conjunction with MS Office products, the WSMR Forms engine, and other software products.  The Adobe product is a big plus in converting forms or documents to a portable document file that can be mailed to anyone in the field that has Adobe Reader.  Normally, the Adobe Reader comes with each desktop.  The reader is further available free from Adobe.

3. When using the Adobe product in conjunction with Silanis Technologies ApproveIt software, documents or forms can be converted and signed with an electronic signature with little or no effort.  The form or file can be e-mailed in just seconds with not only the file content, but also the accompanying visible signatures.  The receiver of the file can then open and print the contents of the form or file with a physical wet signature.  The quality of the print out is excellent, and much clearer than a FAX copy. As many signatures as possible can be dropped into the form or document.

4. With the DoD PKI infrastructure moving forward with secure messaging, PDF files can be attached to all messages digitally signed or encrypted while transmitted to the receiver.  The PDF file is protected inside the mailer, and can be opened with trust to provide a final print out copy or an archived file.  

5. The following Web site contains PDF information using ApproveIt signature technology:

http://www.wsmr.army.mil/html/adobe1.html
The web site will provide you with step-by-step instructions on how to setup an Adobe File for electronic signature capture within minutes.

6.   At this time, IOD is requesting that directorates or contractors, who wish to obtain Adobe, contact Dave Sutton, IO-IE-D, 678-1831, to procure whatever copies they may require.  The normal rate is $250.00 a copy, but can be procured for around $50.00 a copy for the full version through his sources.  The file is loaded on a PC before the ApproveIt application.  If you decide to load the entire ESMIS program modules, the sequence is the following:  AMEDD, PDF, and ApproveIt.  The ApproveIt is loaded last to drop in plug-ins for each application toolbar.

7.  If you require further information on the program, or need assistance, call the Unitec Help Desk, 678-4220, or Carl Saenz, IOD ESMIS program designer, at 678-1093 for assistance.

