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ATTENTION OF S: 25 Mar 03

CSTE-DTC-WS-10-MP (380-19) 13 Mar 03

MEMORANDUM FOR SEE DISTRIBUTION

SUBJECT: Army-Wide Operational Security (OPSEC) Review of Websites

1. Reference, HQDA MSG 28 22372 Feb 03 Army-wide Website OPSEC Review (ENCL).

2. An HQDA mandate has been received via email for commanders at all levels to ensure their
Websites protect the Army’s essential elements of friendly information (EEFI). All Websites
must be OPSEC compliant. All web pages must have had an OPSEC review according to AR
530-1 prior to publishing to the World Wide Web.

3. The 1* Information Operations Command is currently checking all Army Websites for
vulnerabilities and is reporting all findings to the G-3. Your review should eliminate any
undesirable findings.

4. All organizational web pages must be reviewed for operational security by 25 Mar 03. If your
pages have not previously had a formal OPSEC review, complete one, staff thru SD and PAO,
and forward a copy of the completed document to 10. If your Web pages have had a formal
OPSEC review, complete an additional review, according to the below checklist and forward a
copy of your original OPSEC review to IO.

5. For additional information on Website OPSEC reviews, go to the Army Knowledge Online
(AKO). An OPSEC review checklist for unit commanders, public affair offices (PAOs), and
Webmasters is located at www.army.mil/wemasters/opsecreviewchecklist. Webserver
administration policy is located at www.defenselink.mil/webmasters/. Perform a review of your
web pages according to the checklist. When you are satisfied that you meet all requirements,
send a copy of your current OPSEC review to 10.

6. Information Operations Directorate Webmaster will remove links from the WSMR Website to
organizational web pages that have not completed a review of their web pages and forwarded a
copy of their OPSEC review to 10 by 25 Mar 03. Send your OPSEC review to Phil Doubleman
at doublemw(@wsmr.army.mil or through distribution to CSTE-DTC-WS-IO-MP, ATTN: Phil
Doubleman. Reminder, any changes that may affect the operational security requirements of the
Website required a new OPSEC review.
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7. For additional information and support, contact Phil Doubleman at (505) 678-3109.
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Director, Information Operations Directorate
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